




https://www.ssi.gouv.fr/uploads/2020_1443_np.pdf
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A significant drop-in activity between June and September 
2021
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Financial gains (75%)
Undetermined (15%)

Despite the compromise, the attacker's 
motivations could not be identified (attack 

abandoned, interrupted, compromise of 
systems without subsequent actions...)

Gains in attack capability 
(10%)

Misappropriation of information or 
resources to carry out an attack on 

another target (spam/phishing, DDoS, 
supply chain...)

Financial gains can be obtained through 
ransoms to unlock the IS, from blackmail to 
non-disclosure of data or by reselling stolen 
data

21%

25%

54%

Locked IS

Locked IS and data theft

Data theft
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57%
attacks are 

opportunistic, attacks 
that do not target a 

particular organization.
2%

34%

34%
Undeterminate group or 
cybercriminal alone

Organized and well-known group
e.g. Conti, Ryuk, Revil…

In 30% of cases (+8% vs 2020) it was not
possible to determine the profile, usually due to a
lack of data to analyze.

(+4% vs 2020)

(-1% vs 2020)

(-10% vs 2020)

Interns
e.g. malicious collaborator
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23%
Using valid accounts to enter 
the IS (password theft, reuse...)

20% 
Fraudulent email to steal 1st 

information or trap a 
computer (phishing...) 

18% 
Remote access service using 

security vulnerabilities or 
configuration flaws

(Citrix, VPN…)

-5% vs 2020 +2% vs 2020+5% vs 2020
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In 5% of cases, Wavestone was able to stop the attack 
before its final impact.
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Ransomware: 

GO FASTER
3

days only between initial access and 
ransomware deployment for the fastest 

attack 
(25 days on average)
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To go further: 
Check out our Microsoft/Wavestone white 
paper on securing Active Directory and 
Azure AD
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€
and

The number of ransoms varies... 

... but their payment is infrequent
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42 %
of victims had not 
conducted a cyber 
resilience project

(crisis exercise, backup 
security, reconstruction 

tests...)

15%

29%
56%

Solicitation of CERT-W via cyber
insurance contract

CERT-W subscription contract

No incident response partner

Most victims did not have an incident response partner 
before the attack



TOP 5
A C T I O N S T O P R E P A R E

F O R A N A T T A C K
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