The Positive Way

WAVESTONE

TOP COMPANIES

CYBERSECURITY INDEX
2020 ANNUAL REPORTS

This study is based upon a factual analysis of the most recent annual reports, published by companies up to
June 1%, 2020 listed in the stock market indices in 7 global financial centres: Dow Jones (ﬁ) CAC 40 ), FTSE
100 (:F) BEL20 ({ D) SMI (O) HSI (@) STI (4d), representing a panel of 290 companies.
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LEADING COUNTRIES REACH A MATURITY THRESHOLD

The bottom of the league is moving up
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EXECUTIVE
COMMITTES

1203 +.97
118 +1.03
1020 +1.10
964 +.01
15 +0.31
132 +3.10
515 +1.05

address cybersecurity
at Executive Committee
level
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OVERALL, CYBERSECURITY INVESTMENTS REMAIN FRAGMENTED

Comparisons are provided at constant scope with last year

Standalone action plans

vs 40%

PRIVACY

No mention
Vs 29%

Programmes involving
vs 30%  significant investments

mention GDPR,
privacy or personal
data protection
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TOP PERFORMING COUNTRIES

#1 country per topic
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CYBERSECURITY IS MAINLY PERCEIVED AS AN OPERATIONAL RISK

110 companies
perceive cybersecurity

229 companies
perceive cybersecurity
as an operational risk

Operational risk

as a legal risk

Legal risk

108 companies
perceive cybersecurity
as a financial risk

Financial risk

INVESTMENTS IN INNOVATIVE PROJECTS ARE STILL DYNAMIC,
but cybersecurity is hardly part of the discussion, yet it should be.

Al Blockchain
companies mention it
consider cybersecurity

companies mention it
consider cybersecurity

Quantum computing
companies mention it
consider cybersecurity

loT

companies mention it
consider cybersecurity

5G

companies mention it
consider cybersecurity

WHAT ARE LEADING COMPANIES DOING?

Emerging cybersecurity topics

CYBER-RESILIENCE

CONTROL FRAMEWORK

INCIDENT DETECTION

SUPPLY CHAIN SECURITY

MERGERS AND ACQUISITIONS SECURITY

105 companies
65 companies
60 companies

47 companies

12 companies

DISCOVER MORE
wavestone.com/cyberindex

Documents analysed: Dow Jones (forms 10-K and proxy statements), CAC 40 (universal registration documents), FTSE 100 (annual reports incl. forms 20-F), BEL20 (annual

reports), SMI (annual reports), HSI (annual reports), STI (annual reports).
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